TS

Swiss IT Security AG
EEEEEEE t3

5430 Wetting
Schwei

Registration Authority

Introduction

+41 848 088 088
its.ch

www.sits.
info@sits.ch



TS

Reqgistration
Authority

Certificate Lifecyle Management

* Introduction

Registration Authority Introduction Page 1 of 2



TS

1.

2.

Introduction

Features

Certificate Lifecyle Management with workflows and input validation
Notifications of expiring certificates

Connection to multiple CAs (MS ADCS, TeleSec, DigiCert, Swissign, D-Trust, Global-
Sign, Sectigo, keyon true-CA)

Full automation of TLS certificates with ACME, CMPv2 & EST

Web services (SOAP, REST) for automation processes & interaction with other
components

RA-DCOM adapter to support Microsoft Auto-Enroliment and other MS ADCS use-
cases

Certificate discovery (TLS port scanning & agent-based certificate store and file
scanning)

Extensive Audit-Logging

Role-Based Access-Control either based on Kerberos and Active Directory groups
or based on OAuth2, OpenlDConnect

Multi-tenant capable

Certification Authorities

Private Trusted Certificates Commercial / Public Trusted Certificates

Root CA Public CA 1

Issuing CA 1 Issuing CA 2 Public CA 2
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Certificate Lifecycle Management Validation

keyon true-Xtender Registration Authority Validation Service

ACME®@ CMPV2 @ EST®@ Rest-API@ WEB Ul CDP 1 CDP 2
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Automated Enrollment Manual Enrollment

ACME-Proxy®  RA-DCOM®@ SCEP™M CEP/CES™
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